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Section SF 1449 - CONTINUATION SHEET

This agreement is entered into this day of 20 , by the United States of
America (the “Government”) represented by , the Contracting Officer, and ,a
corporation organized and existing under the laws of the State of (the “Contractor”).

AGREEMENT INFORMATION:

AGREEMENT CEILING AMOUNT $0.00
AGREEMENT PERIOD START DATE 15-0CT-2015
AGREEMENT PERIOD END DATE 15-OCT-2020



BASIC AGREEMENT INFORMATION

THIS BASIC AGREEMENT (BA) CONTAINS GENERAL TERMS AND
CONDITIONS INTENDED FOR INCLUSION IN CERTAIN CONTRACTS
EXECUTED BY THE DEFENSE INFORMATION TECHNOLOGY
CONTRACTING ORGANIZATION (DITCO) FOR ACQUISITION OF
TELECOMMUNICATIONS SERVICES AND ANCILLARY EQUIPMENT. THE
BASIC AGREEMENT IS DESIGNED TO BE USED IN CONJUNCTION WITH
DITCO'S INQUIRY/QUOTE/ORDER (IQ0) ACQUISITION GUIDE, FROM
WHICH ADDITIONAL GENERAL AND SPECIALIZED TERMS AND
CONDITIONS ARE SELECTED AND UTILIZED IN SUPPORT OF SPECIFIC
REQUIREMENTS BEING SOLICITED.

DITCO’S ACQUISITION POLICY IS TO ACQUIRE TELECOMMUNICATION
SERVICES FROM CONTRACTORS ON A COMPETITIVE BASIS. WE
RECOGNIZE THE REGULATIONS, PRACTICES AND DECISIONS ON RATES,
COST PRINCIPLES AND ACCOUNTING PRACTICES OF THE FEDERAL
COMMUNICATIONS COMMISSION (FCC) AND OTHER GOVERNMENTAL
REGULATORY BODIES. HOWEVER IF THERE IS NO GOVERNMENTAL
REGULATORY BODY OR THE GOVERNMENTAL REGULATORY BODY HAS
NOT EXPRESSED ITSELF OR DECLINED JURISDICTION, THE TERMS AND
CONDITIONS OF THE BASIC AGREEMENT WILL PREVAIL. THE CLAUSES
THAT ARE NOT APPLICABLE ARE SELF-DELETING. THE BASIC
AGREEMENT FOLLOWS THE FAR PART 12 AND PART 309.

LEGAL BUSINESS NAME BY WHICH YOU ARE REGISTERED IN YOUR
STATE TO CONDUCT BUSINESS, FILE TARIFFS AND PAY TAXES IS
REQUIRED. ALL AGREEMENTS, TARIFFS, CONTRACTS/ORDERS SHALL
USE THE LEGAL BUSINESS NAME. “DOING BUSINESS AS”(DBA) NAME
MEANS ANOTHER NAME, SUCH AS A FRANCHISE, TRADE, ASSUMED
NAME, BRAND NAME, FICTICIOUS NAME OR LICENSEE NAME. USE OF
DBA’S IS PERMITTED PROVIDED THE LEGAL BUSINESS NAME IS ALSO
USED. THE USE OF CERTAIN TERMS IN A DBA NAME ARE PROHIBITED
SUCH AS “LLC” OR “INC.”, WHICH ARE REQUIRED IN THE LEGAL
BUSINESS NAME. SINCE ALL GREEMENTS/TARRIFS/CONTRACTS/ORDERS
SHALL USE THE LEGAL BUSINESS NAME, OMITTING THE LEGAL
BUSINESS NAME WILL MAKE OFFERS, TARIFF FILINGS, INVOICES, AND
CLAIMS INVALID.

BEFORE SUBMISSION OF THE BA, ENSURE THE INFORMATION PROVIDED
ON THE BUSINESS PARTNER NETWORK WEBSITE (https://www.sam.gov)
FOR SAM REGISTRATION AND ON-LINE REPRESENTATIONS AND
CERTIFICATIONS IS CURRENT AND COMPLETE. NAME, ADDRESS AND
DUNS DATA ON THE BA NEEDS TO MIRROR WEBSITE INFORMATION.
CURRENCY OF DATA IS NECESSARY TO RECEIVE ORDERS AND OBTAIN
PAYMENTS FROM INVOICES. ALL WEBESITE INFORMATION SHOULD BE
UPDATED ON AN ANNUAL BASIS.



CLAUSES INCORPORATED BY REFERENCE

52.203-13 Contractor Code of Business Ethics and Conduct OCT 2015

52.204-2 Security Requirements AUG 1996

52.204-10 Reporting Executive Compensation and First-Tier OCT 2015
Subcontract Awards

52.204-12 Data Universal Numbering System Number DEC 2012
Maintenance

52.209-5 Certification Regarding Responsibility Matters OCT 2015

52.209-7 Information Regarding Responsibility Matters JUL 2013

52.209-9 Updates of Publicly Available Information JUL 2013
Regarding Responsibility Matters

52.212-4 Contract Terms and Conditions--Commercial ltems MAY 2015

52.213-1 Fast Payment Procedure MAY 2006

52.217-5 Evaluation Of Options JUL 1990

52.217-8 Option to Extend Services. Nov 1999

52.219-18 Notification Of Competition Limited To Eligible 8 JUN 2003
(A) Concerns

52.222-50 Combating Trafficking in Persons MAR 2015

52.228-5 Insurance - Work On A Government Installation ~ JAN 1997

52.229-1 State and Local Taxes APR 1984

52.229-3 Federal, State And Local Taxes FEB 2013

52.229-4 Federal, State, And Local Taxes (State and Local FEB 2013
Adjustments)

52.229-6 Taxes--Foreign Fixed-Price Contracts FEB 2013

52.229-7 Taxes--Fixed Price Contracts With Foreign FEB 2013
Governments

52.232-6 Payment Under Communication Service Contracts APR 1984
with Common Carriers

52.232-23 Assignment Of Claims MAY 2014

52.232-35 Designation of Office for Government Receipt of JUL 2013
Electronic Funds Transfer Information

52.233-1 Disputes MAY 2014

52.233-3 Protest After Award AUG 1996

52.237-2 Protection Of Government Buildings, Equipment, APR 1984
And Vegetation

52.237-3 Continuity Of Services JAN 1991

52.243-7 Notification Of Changes APR 1984

252.201-7000  Contracting Officer's Representative DEC 1991

252.203-7000  Requirements Relating to Compensation of Former SEP 2011
DoD Officials

252.203-7002  Requirement to Inform Employees of SEP 2013
Whistleblower Rights

252.203-7003  Agency Office of the Inspector General DEC 2012

252.203-7005  Representation Relating to Compensation of NOV 2011

Former DoD Officials



252.203-7996

252.203-7997

252.204-7003

252.204-7012
252.204-7015

252.209-7992
(Dev)

252.211-7003
252.219-7009
252.222-7007

252.232-7010
252.237-7023
252.239-7000
252.239-7001

252.239-7002
252.239-7004
252.239-7005
252.239-7006
252.239-7007
252.239-7008
252.239-7011
252.239-7012

252.239-7013
252.239-7014
252.239-7016

252.239-7018
252.243-7001
252.243-7002
252.244-7000

Prohibition on Contracting with Entities that
Require Certain

Internal Confidentiality Agreements---
Representation

(Deviation 2016-00003)

Prohibition on Contracting with Entities that
Require Certain Internal Confidentiality
Agreements---Representation

(Deviation 2016-00003)

Control Of Government Personnel Work Product
Safeguarding Covered Defense Information and
Cyber Incident Reporting.

Disclosure of Information to Litigation Support
Contractors

Representation by Corporations Regarding an
Unpaid Delinquent Tax Liability or a Felony
Conviction under any Federal Law - Fiscal Year
2015 Appropriations

Item Unique Identification and Valuation
Section 8(a) Direct Award

Representation Regarding Combating Trafficking
in Persons

Levies on Contract Payments

Continuation of Essential Contractor Services
Protection Against Compromising Emanations
Information Assurance Contractor Training and
Certification

Access

Orders For Facilities And Services

Rates, Charges, And Services

Tariff Information

Cancellation Or Termination Of Orders

Reuse Arrangements

Special Construction And Equipment Charges
Title To Telecommunication Facilities And
Equipment

Obligation Of The Government

Term Of Agreement

Telecommunications Security Equipment, Devices,

Techniques, And Services

Supply Chain Risk

Pricing Of Contract Modifications
Requests for Equitable Adjustment
Subcontracts for Commercial Items

OCT 2015

OCT 2015

APR 1992

SEP 2015

FEB 2014

DEC 2014

DEC 2013
SEP 2007
JAN 2015

DEC 2006
OCT 2010
JUN 2004
JAN 2008

DEC 1991
NOV 2005
NOV 2005
JUL 1997

NOV 2005
DEC 1991
DEC 1991
DEC 1991

JUL 2006
DEC 1991
DEC 1991

NOV 2013
DEC 1991
DEC 2012
JUN 2013



CLAUSES INCORPORATED BY FULL TEXT

52.204-9 PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JAN
2011)

(a) The Contractor shall comply with agency personal identity verification procedures identified
in the contract that implement Homeland Security Presidential Directive-12 (HSPD-12), Office
of Management and Budget (OMB) guidance M-05-24, and Federal Information Processing
Standards Publication (FIPS PUB) Number 201.

(b) The Contractor shall account for all forms of Government-provided identification issued to
the Contractor employees in connection with performance under this contract. The Contractor
shall return such identification to the issuing agency at the earliest of any of the following, unless
otherwise determined by the Government:

(1) When no longer needed for contract performance.
(2) Upon completion of the Contractor employee's employment.
(3) Upon contract completion or termination.

(c) The Contracting Officer may delay final payment under a contract if the Contractor fails to
comply with these requirements.

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all
subcontracts when the subcontractor's employees are required to have routine physical access to
a Federally-controlled facility and/or routine access to a Federally-controlled information
system. It shall be the responsibility of the prime Contractor to return such identification to the
issuing agency in accordance with the terms set forth in paragraph (b) of this section, unless
otherwise approved in writing by the Contracting Officer.

(End of Clause)
52.204-9000 POINTS OF CONTACT (AUG 2005)

Contracting Officer (KO)

Name: Reginald Sanders

Organization/Office Symbol: DISA/DITCO-Scott AFB, IL (PL8221)
Phone No.: (618) 229-9236, DSN 779-9236

E-Mail Address: reginald.sanders2.civ@mail.mil

Contract Specialist

Name: Charles Mulvaney

Organization/Office Symbol: DISA/DITCO-Scott AFB, IL (PL8221)
Phone No.: (618) 229-9489, DSN 779-9489

E-Mail Address: charles.w.mulvaney.civ@mail.mil



COR/Miission Partner Point of Contact (Note: To be filled in upon contract award)
Name:

Organization/Office Symbol:

Phone No.:

E-Mail Address:

Contractor Point of Contact
Contractor Legal Business Name:
DUNS:

CAGE CODE:

Contractor POC:

E-Mail Address:

Phone Number:

Fax Number:

(End of clause)

52.204-9001 CONTRACT/ORDER CLOSEOUT—FIXED-PRICE, TIME-AND-
MATERIALS, OR LABOR-HOURS (JAN 2007)

Timely contract closeout is a priority under this contract/order. The Contractor shall submit a
final invoice within ninety (90) calendar days after the expiration of this contract/order, unless
the Contractor requests and is granted an extension by the Contracting Officer, in writing. In
addition, and concurrent with the submission of the final invoice, the Contractor shall notify the
Contracting Officer of the amount of excess funds that can be deobligated from this
contract/order so the closeout process can begin as soon as possible upon expiration of this
contract/order. A bilateral contract/order closeout modification will be forwarded to the
Contractor by the Contracting Officer and must be signed by the Contractor and returned to the
Contracting Officer within thirty (30) calendar days of issuance of the modification. A
Contractor’s failure to respond and/or sign the bilateral closeout modification within thirty (30)
calendar days of receipt will constitute approval of the terms of the modification and the
modification will subsequently be processed unilaterally by the Contracting Officer to deobligate
excess funds and close this contract/order.

If this contract/order contains option periods, the Contractor is required to submit an invoice
within ninety (90) calendar days after expiration of the base period of performance and the
expiration of each exercised option period of performance to allow for deobligation of excess
funds that were obligated in those respective periods of performance.

(End of clause)

52.209-9000 ORGANIZATIONAL AND CONSULTANT CONFLICTS OF INTEREST
(OCCI) (DEC 2005)

(@) An offeror shall identify in its proposal, quote, bid or any resulting contract, any potential or
actual Organizational and Consultant Conflicts of Interest (OCCI) as described in FAR Subpart



9.5. This includes actual or potential conflicts of interests of proposed subcontractors. If an
offeror identifies in its proposal, quote, bid or any resulting contract, a potential or actual conflict
of interests the offeror shall submit an Organizational and Consultant Conflicts of Interest
Mitigation Plan to the contracting officer. The Organizational and Consultant Conflicts of
Interest Mitigation Plan shall describe how the offeror addresses potential or actual conflicts of
interest and identify how they will avoid, neutralize, or mitigate present or future conflicts of
interest.

(b) Offerors must consider whether their involvement and participation raises any OCCI issues,
especially in the following areas when:

(1) Providing systems engineering and technical direction.

(2) Preparing specifications or work statements and/or objectives.
(3) Providing evaluation services.
(4) Obtaining access to proprietary information.

(c) If a prime contractor or subcontractor breaches any of the OCCI restrictions, or does not
disclose or misrepresents any relevant facts concerning its conflict of interest, the government
may take appropriate action, including terminating the contract, in additional to any remedies that
may be otherwise permitted by the contract or operation of law.

(End of clause)

52.211-9000 REQUIREMENT TO SUBMIT AN ELECTRONIC PRODUCT LIST (OCT
2015)

The contractor shall submit the following in addition to complying with all requirements of
DFARS 252.211-7003, Item Identification and Valuation:

(@) Complete the Electronic Product List (EPL) attached to this contract for all products
delivered under this contract. If a copy of the EPL has not been provide with the contract
document, the EPL should be obtained from the Contracting Officer. A separate EPL shall be
submitted each time products are delivered under this contract, including when products are
replaced through a warranty or service support agreement.

(b) The EPL shall be delivered electronically for review and approval to the Acceptor identified
as the Customer/COR/TM Point of Contact in the clause at 52.204-9000, Points of Contact if
method of payment is via the government purchase card, or the WAWF point of contact
identified in the clause at DFARS 252.232-7006, Wide Area WorkFlow Payment Instructions for
contracts process through WAWEF. A copy of the EPL shall also be submitted to the Manpower,
Personnel and Security (MPS) Directorate at the following email address:

disa.meade.mps.list. mps31-warehouse-branch-cam-1@mail.mil.

(c) The contractor shall submit the EPL to the Acceptor and MPS in advance of or concurrently
with delivery of products. The Acceptor will not accept products delivered under this contract


mailto:disa.meade.mps.list.mps31-warehouse-branch-cam-1@mail.mil

until the EPL is approved.

(d) If the EPL is delivered in advance of the products, the Acceptor will notify the contractor via
email if the list is approved or disapproved. If the EPL is delivered concurrently with the
products, acceptance of the products delivered via WAWF will also serve as approval of the
EPL.

(End of clause)

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT
STATUTES OR EXECUTIVE ORDERS--COMMERCIAL ITEMS (OCT 2015)

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR)
clauses, which are incorporated in this contract by reference, to implement provisions of law or
Executive orders applicable to acquisitions of commercial items:

(1) 52.209-10, Prohibition on Contracting with Inverted Domestic Corporations (Dec 2014)
(2) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553).

(3) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77
and 108-78 (19 U.S.C. 3805 note)).

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting
Officer has indicated as being incorporated in this contract by reference to implement provisions
of law or Executive orders applicable to acquisitions of commercial items: (Contracting Officer
check as appropriate.)

(1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with
Alternate | (Oct 1995) (41 U.S.C. 4704 and 10 U.S.C. 2402).

(2) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C.
3509).
X (3) 52.203-15, Whistleblower Protections under the American Recovery and Reinvestment
Act of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the

American Recovery and Reinvestment Act of 2009.)

___ (4) 52.204-10, Reporting Executive Compensation and First-Tier Subcontract Awards (Oct
2015) (Pub. L. 109-282) (31 U.S.C. 6101 note).

__ (5) [Reserved]

X (6) 52.204-14, Service Contract Reporting Requirements (JAN 2014) (Pub. L. 111-117,
section 743 of Div. C).



X (7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts
(JAN 2014) (Pub. L. 111-117, section 743 of Div. C).

X (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors
Debarred, Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note).

X (9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters
(July 2013) (41 U.S.C. 2313).

___ (10) [Reserved]

X (11)(i) 52.219-3, Notice of HUBZone Set-Aside or Sole-Source Award (NOV 2011) (15
U.S.C. 657a).

(i) Alternate | (NOV 2011) of 52.219-3.

X (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business
Concerns (OCT 2014) (if the offeror elects to waive the preference, it shall so indicate in its
offer) (15 U.S.C. 657a).

__ (1) Alternate I (JAN 2011) of 52.219-4.

__ (13) [Reserved]

_ (14)(1) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644).
__ (i) Alternate I (NOV 2011).

__ (i) Alternate 11 (NOV 2011).

___(15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644).
____ (i) Alternate 1 (Oct 1995) of 52.219-7.

(iii) Alternate 11 (Mar 2004) of 52.219-7.

(16) 52.219-8, Utilization of Small Business Concerns (OCT 2014) (15 U.S.C. 637(d)(2)
and (3)).

(A7)(1) 52.219-9, Small Business Subcontracting Plan (Oct 2015) (15 U.S.C. 637(d)(4)).
(i1) Alternate I (Oct 2001) of 52.219-9.

(iii) Alternate Il (Oct 2001) of 52.219-9.



(iv) Alternate 111 (Oct 2015) of 52.219-9.
(18) 52.219-13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)).
(19) 52.219-14, Limitations on Subcontracting (NOV 2011) (15 U.S.C. 637(a)(14)).

(20) 52.219-16, Liquidated Damages—Subcon-tracting Plan (Jan 1999) (15 U.S.C.
637(d)(4)(F)(1))-

(21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside
(NOV 2011) (15 U.S.C. 657f).

(22) 52.219-28, Post Award Small Business Program Rerepresentation (July 2013) (15
U.S.C. 632(a)(2)).

(23) 52.219-29, Notice of Set-Aside for Economically Disadvantaged Women-Owned
Small Business (EDWOSB) Concerns (July 2013) (15 U.S.C. 637(m)).

X (24) 52.219-30, Notice of Set-Aside for Women-Owned Small Business (WOSB) Concerns
Eligible Under the WOSB Program (July 2013) (15 U.S.C. 637(m)).

(25) 52.222-3, Convict Labor (June 2003) (E.O. 11755).

X (26) 52.222-19, Child Labor—Cooperation with Authorities and Remedies (JAN 2014)
(E.O. 3126).

X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
X (28) 52.222-26, Equal Opportunity (Apr 2015) (E.O. 11246).
X (29) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

X (30) 52.222-36, Equal Opportunity for Workers with Disabilities (July 2014) (29 U.S.C.
793).

X (31) 52.222-37, Employment Reports on Veterans (Oct 2015) (38 U.S.C. 4212).

X (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act
(Dec 2010) (E.O. 13496).

(33)(i) 52.222-50, Combating Trafficking in Persons (March 2, 2015) (22 U.S.C. chapter
78 and E.O. 13627).

(i) Alternate I (March 2, 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).



(34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. O. 12989). (Not
applicable to the acquisition of commercially available off-the-shelf items or certain other types
of commercial items as prescribed in 22.1803.)

(35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-—
Designated Items (May 2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of
commercially available off-the-shelf items.)

(i) Alternate | (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the
acquisition of commercially available off-the-shelf items.)

(36) (i) 52.223-13, Acquisition of EPEAT® Registered Imaging Equipment (Jun 2014)
(E.O.s 13423 and 13514).

(i) Alternate I (OCT 2015) of 52.223-13.
(37)(i) 52.223-14, Acquisition of EPEAT® Registered Televisions (Jun 2014) (E.O.s
13423 and 13514).
(i) Alternate I (Jun 2014) of 52.223-14.

(38) 52.223-15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C.
8259h).

(39)(i) 52.223-16, Acquisition of EPEAT[supreg]-Registered Personal Computer Products
(OCT 2015) (E.O.s 13423 and 13514).

(i) Alternate I (Jun 2014) of 52.223-16.

X (40) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging While Driving
(Aug 2011) (E.O. 13513).

X (41) 52.225-1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83).
X (42) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41
U.S.C. chapter 83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C.
4001 note, Pub. L.
103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41, 112-
42, and 112-43.

(i1) Alternate | (May 2014) of 52.225-3.

(iii) Alternate 11 (May 2014) of 52.225-3.

(iv) Alternate 111 (May 2014) of 52.225-3.



(43) 52.225-5, Trade Agreements (Nov 2013) (19 U.S.C. 2501, et seq., 19 U.S.C. 3301
note).

(44) 52.225-13, Restrictions on Certain Foreign Purchases (June 2008) (E.O.’s,
proclamations, and statutes administered by the Office of Foreign Assets Control of the
Department of the Treasury).

(45) 52.225-26, Contractors Performing Private Security Functions Outside the United
States (Jul 2013) (Section 862, as amended, of the National Defense Authorization Act for Fiscal
Year 2008; 10 U.S.C. 2302 Note).

(46) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C.
5150

(47) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov
2007) (42 U.S.C. 5150).

(48) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41
U.S.C. 4505, 10 U.S.C. 2307(f)).

(49) 52.232-30, Installment Payments for Commercial Items (Oct 1995) (41 U.S.C. 4505,
10 U.S.C. 2307(f)).

X (50) 52.232-33, Payment by Electronic Funds Transfer—System for Award Management
(July 2013) (31 U.S.C. 3332).

(51) 52.232-34, Payment by Electronic Funds Transfer—Other than System for Award
Management (July 2013) (31 U.S.C. 3332).

(52) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332).
(53) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a).

(54)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb
2006) (46 U.S.C. Appx. 1241(b) and 10 U.S.C. 2631).

(i) Alternate I (Apr 2003) of 52.247-64.
(c) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to
commercial services, that the Contracting Officer has indicated as being incorporated in this
contract by reference to implement provisions of law or Executive orders applicable to
acquisitions of commercial items: (Contracting Officer check as appropriate.)

(1) 52.222-17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495).

(2) 52.222-41, Service Contract Labor Standards (MAY 2014) (41 U.S.C. chapter 67).



(3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C.
206 and 41 U.S.C. chapter 67).

(4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards--Price
Adjustment (Multiple Year and Option Contracts) (MAY 2014) (29 U.S.C. 206 and 41 U.S.C.
chapter 67).

(5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards--Price
Adjustment (MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

(6) 52.222-51, Exemption from Application of the Service Contract Labor Standards to
Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (MAY
2014) (41 U.S.C. chapter 67).

(7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services--Requirements (MAY 2014) (41 U.S.C. chapter 67).

X (8) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2014) (E.O. 13658).

(9) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014)
(42 U.S.C. 1792).

(10) 52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008) (31 U.S.C. 5112(p)(1)).

(d) Comptroller General Examination of Record. The Contractor shall comply with the
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit
and Records--Negotiation.

(1) The Comptroller General of the United States, or an authorized representative of the
Comptroller General, shall have access to and right to examine any of the Contractor's directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall make available at its offices at all reasonable times the records,
materials, and other evidence for examination, audit, or reproduction, until 3 years after final
payment under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is completely or partially
terminated, the records relating to the work terminated shall be made available for 3 years after
any resulting final termination settlement. Records relating to appeals under the disputes clause
or to litigation or the settlement of claims arising under or relating to this contract shall be made
available until such appeals, litigation, or claims are finally resolved.

(3) As used in this clause, records include books, documents, accounting procedures and
practices, and other data, regardless of type and regardless of form. This does not require the



Contractor to create or maintain any record that the Contractor does not maintain in the ordinary
course of business or pursuant to a provision of law.

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this
clause, the Contractor is not required to flow down any FAR clause, other than those in this

paragraph (e)(1)in a subcontract for commercial items. Unless otherwise indicated below, the
extent of the flow down shall be as required by the clause—

(1) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509).
(1) 52.219-8, Utilization of Small Business Concerns (OCT 2014) (15 U.S.C. 637(d)(2) and (3)),
in all subcontracts that offer further subcontracting opportunities. If the subcontract (except
subcontracts to small business concerns) exceeds $700,000 ($1.5 million for construction of any
public facility), the subcontractor must include 52.219-8 in lower tier subcontracts that offer
subcontracting opportunities.

(iii) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). Flow down
required in accordance with paragraph (1) of FAR clause 52.222-17.

(iv) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).
(v) 52.222-26, Equal Opportunity (APR 2015) (E.O. 11246).

(vi) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212).

(vii) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793).
(viii) 52.222-37, Employment Reports on Veterans (Oct 2015) (38 U.S.C. 4212).

(ix) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec
2010) (E.O. 13496). Flow down required in accordance with paragraph (f) of FAR clause
52.222-40.

(x) 52.222-41, Service Contract Labor Standards (May 2014), (41 U.S.C. chapter 67).

(xi) (A) 52.222-50, Combating Trafficking in Persons (March 2, 2015) (22 U.S.C. chapter
78 and E.O. 13627).

(B) Alternate I (March 2, 2015) of 52.222-50 (22 U.S.C. chapter 78 and E.O. 13627).
(xii) 52.222-51, Exemption from Application of the Service Contract Labor Standards to

Contracts for Maintenance, Calibration, or Repair of Certain Equipment--Requirements (May
2014) (41 U.S.C. chapter 67.)



(xiii) 52.222-53, Exemption from Application of the Service Contract Labor Standards to
Contracts for Certain Services--Requirements (May 2014) (41 U.S.C. chapter 67)

(xiv) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. O. 12989).
(xv) 52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2014) (E.O. 13658).

(xvi) 52.225-26, Contractors Performing Private Security Functions Outside the United States
(Jul 2013) (Section 862, as amended, of the National Defense Authorization Act for Fiscal Year
2008; 10 U.S.C. 2302 Note).

(xvii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42
U.S.C. 1792). Flow down required in accordance with paragraph (e) of FAR clause 52.226-6.

(xviii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46
U.S.C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph
(d) of FAR clause 52.247-64.

(2) While not required, the contractor May include in its subcontracts for commercial items a
minimal number of additional clauses necessary to satisfy its contractual obligations.

(End of clause)

52.219-4 NOTICE OF PRICE EVALUATION PREFERENCE FOR HUBZONE SMALL
BUSINESS CONCERNS (OCT 2014)

(a) Definitions. See 13 CFR 125.6(e) for definitions of terms used in paragraph (d).

(b) Evaluation preference. (1) Offers will be evaluated by adding a factor of 10 percent to the
price of all offers, except--

(i) Offers from HUBZone small business concerns that have not waived the evaluation
preference; and

(i) Otherwise successful offers from small business concerns.

(2) The factor of 10 percent shall be applied on a line item basis or to any group of items on
which award may be made. Other evaluation factors described in the solicitation shall be applied
before application of the factor.

(3) When the two highest rated offerors are a HUBZone small business concern and a large
business, and the evaluated offer of the HUBZone small business concern is equal to the
evaluated offer of the large business after considering the price evaluation preference, award will
be made to the HUBZone small business concern.



(c) Waiver of evaluation preference. A HUBZone small business concern may elect to waive the
evaluation preference, in which case the factor will be added to its offer for evaluation purposes.
The agreements in paragraphs (d) and (e) of this clause do not apply if the offeror has waived the
evaluation preference.

Offeror elects to waive the evaluation preference.

(d) Agreement. A HUBZone small business concern agrees that in the performance of the
contract, in the case of a contract for

(1) Services (except construction), at least 50 percent of the cost of personnel for contract
performance will be spent for employees of the concern or employees of other HUBZone small
business concerns;

(2) Supplies (other than procurement from a nonmanufacturer of such supplies), at least 50
percent of the cost of manufacturing, excluding the cost of materials, will be performed by the
concern or other HUBZone small business concerns;

(3) General construction. (i) At least 15 percent of the cost of contract performance to be
incurred for personnel will be spent on the prime contractor's employees;

(ii) At least 50 percent of the cost of the contract performance to be incurred for personnel will
be spent on the prime contractor's employees or on a combination of the prime contractor's
employees and employees of HUBZone small business concern subcontractors;

(iii) No more than 50 percent of the cost of contract performance to be incurred for personnel
will be subcontracted to
concerns that are not HUBZone small business concerns; or

(4) Construction by special trade contractors. (i) At least 25 percent of the cost of contract
performance to be incurred for personnel will be spent on the prime contractor's employees;

(i) At least 50 percent of the cost of the contract performance to be incurred for personnel will
be spent on the prime contractor's employees or on a combination of the prime contractor's
employees and employees of HUBZone small business concern subcontractors;

(iii) No more than 50 percent of the cost of contract performance to be incurred for personnel
will be subcontracted to
concerns that are not HUBZone small business concerns.

(e) A HUBZone joint venture agrees that the aggregate of the HUBZone small business concerns
to the joint venture, not each concern separately, will perform the applicable percentage of work
requirements.



(F)(1) When the total value of the contract exceeds $25,000, a HUBZone small business concern
nonmanufacturer agrees to furnish in performing this contract only end items manufactured or
produced by HUBZone small business concern manufacturers.

(2) When the total value of the contract is equal to or less than $25,000, a HUBZone small
business concern nonmanufacturer may provide end items manufactured by other than a
HUBZone small business concern manufacturer provided the end items are produced or
manufactured in the United States.

(3) Paragraphs (f)(1) and (f)(2) of this section do not apply in connection with construction or
service contracts.

(9) Notice. The HUBZone small business offeror acknowledges that a prospective HUBZone
awardee must be a HUBZone small business concern at the time of award of this contract. The
HUBZone offeror shall provide the Contracting Officer a copy of the notice required by 13 CFR
126.501 if material changes occur before contract award

that could affect its HUBZone eligibility. If the apparently successful HUBZone offeror is not a
HUBZone small business concern at the time of award of this contract, the Contracting Officer
will proceed to award to the next otherwise successful HUBZone small business concern or other
offeror.

(End of clause)

52.232-9002 ELECTRONIC INVOICING FOR TELECOMMUNICATIONS SERVICES
(DEC 2012)

Electronic invoices shall be submitted to the Defense Financial and Accounting Services (DFAS)
for telecommunications services. For further details and instructions go to:
http://www.dfas.mil/contractorsvendors/fags.html, or contact DFAS Systems Support Operations
at CCO-FAB@DFAS.mil or DFAS customer service at 800-756-4571, option 2, then option 1.

(End of clause)
52.232-9003 CONTRACT PAYMENTS - DELIVERY TICKET INVOICE (FEB 2014)

Payments for eligible firm-fixed-price contract orders, call orders, or Communications Service
Authorization (CSA) orders issued under this contract or agreement shall be made by the US
Government using the Delivery Ticket Invoice (DTI) contract payment method. The DTI
contract payment method is authorized in accordance with the Department of Defense Financial
Management Regulation (FMR), Volume 10, Chapter 7, Section 070203. As prescribed by the
FMR, DTI contract payments will be provided to Contractors automatically by the US
Government. The Contractor provided Receiving Report, combined with the order, represents a
delivery ticket invoice. The Contractor shall not submit separate invoices for telecommunication
services provided under any orders. Any separate invoices submitted by the Contractor will not
be considered.


http://www.dfas.mil/contractorsvendors/faqs.html
mailto:CCO-FAB@DFAS.mil

All orders for telecommunications services shall include a separate clause or standard provision
which sets forth all additional elements required to constitute a valid delivery ticket type invoice.

The Contractor shall obtain a Receiving Report of all new telecommunications service, including
change modifications on Government initiated requirements, from a Government representative
receiving the service. The Contractor shall submit the Receiving Report to the Contracting
Officer.

Payments will be processed by: DFAS Columbus (HQ0252), P.O. Box 182317, Columbus, OH
43218-3125. DFAS point of contact for payment inquiries: 1-800-756-4571.

(End of clause)
52.239-9000 OUTAGE CREDITS (FEBRUARY 2006)

(a) Credits for outage (interruption) of service will be provided to the Government by the
contractor in accordance with its tariff provisions. In the event such tariff provisions do not
exist, the following schedule shall be used to determine the credit (one day equals 1/30th of the
Monthly Recurring Charge (MRC)) due the Government during each monthly billing period:
INTERRUPTIONS OF 24 HOURS OR LESS Less than 30 Minutes

None
30 Minutes but less than 3 Hours 1/8 Day
3 Hours but less than 6 Hours 1/4 Day
6 Hours but less than 9 Hours 1/3 Day
9 Hours but less than 12 Hours 1/2 Day
12 Hours but less than 24 Hours One Day

INTERRUPTIONS OVER 24 HOURS

Credit of 1/30th of the MRC (or the foreign dollar equivalent) for each day of outage until
service is restored.

(b) Outage credits do not apply for:

1) Interruptions caused by the negligence of the Government or others authorized by the
Government to use the Government's service.

2) Interruptions due to the failure of power, equipment, systems or connections not provided by
Contractor or subcontractors.

3) Interruptions during any period when the Government or User has released a private line
service for maintenance or rearrangement purposes, or for the implementation of a Government
order.

4) Interruptions that continue because of the Government's failure to authorize replacement of
any element of special construction. The period for which credit is not allowed begins on the
seventh day after the Government receives the contractor’s written notification of the need for
such replacement. It ends on the day after receipt of the Government's written authorization for



such replacement.

5) Interruptions during periods when the Government elects not to release the private line
service for testing and/or repair.

6) An interruption, or group of interruptions, resulting from a common cause, for amounts less
than $1.00 (or the foreign dollar equivalent).

(c) Outage credits will be due no later than the next Billing Cycle/Month following the outage.
Each credit will identify the Communication Service Authorization (CSA) and Commercial
Circuit Number (CCN) as well as the time, date and duration of the outage/outages.

(End of clause)
52.239-9002 BILLING DATES (MAY 2014)

For invoicing purposes, the Effective Billing Date (EBD) is the date the contracted service is
delivered to the Government in accordance with the contract and the Final Billing Date (FBD) is
the date the Government requests the service to be discontinued via contract modification.

(End of clause)

52.252-1 SOLICITATION PROVISIONS INCORPORATED BY REFERENCE (FEB 1998)

This solicitation incorporates one or more solicitation provisions by reference, with the same
force and effect as if they were given in full text. Upon request, the Contracting Officer will
make their full text available. The offeror is cautioned that the listed provisions may include
blocks that must be completed by the offeror and submitted with its quotation or offer. In lieu of
submitting the full text of those provisions, the offeror may identify the provision by paragraph
identifier and provide the appropriate information with its quotation or offer. Also, the full text
of a solicitation provision may be accessed electronically at this/these address(es):
http://farsite.hill.af.mil/

(End of provision)
52.252-2  CLAUSES INCORPORATED BY REFERENCE (FEB 1998)
This contract incorporates one or more clauses by reference, with the same force and effect as if
they were given in full text. Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed electronically at this/these address(es):
http://farsite.hill.af.mil/

(End of clause)

52.252-5 AUTHORIZED DEVIATIONS IN PROVISIONS (APR 1984)
(a) The use in this solicitation of any Federal Acquisition Regulation (48 CFR Chapter 1)

provision with an authorized deviation is indicated by the addition of"(DEVIATION)" after the
date of the provision.



(b) The use in this solicitation of any DFARS (48 CFR Chapter Chapter 2) provision with an
authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the
regulation.

(End of provision)
52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984)

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR
Chapter 1) clause with an authorized deviation is indicated by the addition of "(DEVIATION)"
after the date of the clause.

(b) The use in this solicitation or contract of any DFARS (48 CFR Chapter 2) clause with an
authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the
regulation.

(End of clause)

252.204-7012 SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER INCIDENT
REPORTING (AUG 2015)

(a) Definitions. As used in this clause--

Adequate security means protective measures that are commensurate with the consequences and
probability of loss, misuse, or unauthorized access to, or modification of information.

Compromise means disclosure of information to unauthorized persons, or a violation of the
security policy of a system, in which unauthorized intentional or unintentional disclosure,
modification, destruction, or loss of an object, or the copying of information to unauthorized
media may have occurred.

Contractor attributional/proprietary information means information that identifies the
contractor(s), whether directly or indirectly, by the grouping of information that can be traced
back to the contractor(s) (e.g., program description, facility locations), personally identifiable
information, as well as trade secrets, commercial or financial information, or other commercially
sensitive information that is not customarily shared outside of the

company.

Contractor information system means an information system belonging to, or operated by or for,
the Contractor.

Controlled technical information means technical information with military or space application
that is subject to controls on the access, use, reproduction, modification, performance, display,
release, disclosure, or dissemination. Controlled technical information would meet the criteria, if



disseminated, for distribution statements B through F using the criteria set forth in DoD
Instruction 5230.24, Distribution Statements on Technical

Documents. The term does not include information that is lawfully publicly available without
restrictions.

Covered contractor information system means an information system that is owned, or operated
by or for, a contractor and that processes, stores, or transmits covered defense information.

Covered defense information means unclassified information that--

(i) Is--

(A) Provided to the contractor by or on behalf of DoD in connection with the performance of the
contract; or

(B) Collected, developed, received, transmitted, used, or stored by or on behalf of the contractor
in support of the performance of the contract; and

(it) Falls in any of the following categories:
(A) Controlled technical information.

(B) Critical information (operations security). Specific facts identified through the Operations
Security process about friendly intentions, capabilities, and activities vitally needed by
adversaries for them to plan and act effectively so as to guarantee failure or unacceptable
consequences for friendly mission accomplishment (part of Operations Security process).

(C) Export control. Unclassified information concerning certain items, commodities, technology,
software, or other information whose export could reasonably be expected to adversely affect the
United States national security and nonproliferation objectives. To include dual use items; items
identified in export administration regulations, international traffic in arms regulations and
munitions list; license applications; and sensitive nuclear technology

information.

(D) Any other information, marked or otherwise identified in the contract, that requires
safeguarding or disseminationcontrols pursuant to and consistent with law, regulations, and
Governmentwide policies (e.g., privacy, proprietary business information).

Cyber incident means actions taken through the use of computer networks that result in an actual
or potentially adverse effect on an information system and/or the information residing therein.

Forensic analysis means the practice of gathering, retaining, and analyzing computer-related data
for investigative purposes in a manner that maintains the integrity of the data.

Malicious software means computer software or firmware intended to perform an unauthorized
process that will have adverse impact on the confidentiality, integrity, or availability of an



information system. This definition includes a virus, worm, Trojan horse, or other code-based
entity that infects a host, as well as spyware and
some forms of adware.

Media means physical devices or writing surfaces including, but is not limited to, magnetic
tapes, optical disks, magnetic disks, large-scale integration memory chips, and printouts onto
which information is recorded, stored, or printed within an information system.

Operationally critical support means supplies or services designated by the Government as
critical for airlift, sealift,

intermodal transportation services, or logistical support that is essential to the mobilization,
deployment, or sustainment of the Armed Forces in a contingency operation.

Rapid(ly) report(ing) means within 72 hours of discovery of any cyber incident.

Technical information means technical data or computer software, as those terms are defined in
the clause at DFARS 252.227-7013, Rights in Technical Data-Non Commercial Items, regardless
of whether or not the clause is incorporated in this solicitation or contract. Examples of technical
information include research and engineering

data, engineering drawings, and associated lists, specifications, standards, process sheets,
manuals, technical reports, technical orders, catalog-item identifications, data sets, studies and
analyses and related information, and computer software executable code and source code.

(b) Adequate security. The Contractor shall provide adequate security for all covered defense
information on all covered contractor information systems that support the performance of work
under this contract. To provide adequate security, the Contractor shall--

(1) Implement information systems security protections on all covered contractor information
systems including, at a minimum--

(i) For covered contractor information systems that are part of an Information Technology (IT)
service or system operated on behalf of the Government--

(A) Cloud computing services shall be subject to the security requirements specified in the clause
252.239-7010, Cloud Computing Services, of this contract; and

(B) Any other such IT service or system (i.e., other than cloud computing) shall be subject to the
security requirements specified elsewhere in this contract; or

(i) For covered contractor information systems that are not part of an IT service of system
operated on behalf of the Government and therefore are not subject to the security requirement
specified at paragraph (b)(2)(i) of this clause--

(A) The security requirements in National Institute of Standards and Technology (NIST) Special
Publication (SP) 800-171, “"Protecting Controlled Unclassified Information in Nonfederal



Information Systems and Organizations, http://dx.doi.org/10.6028/NIST.SP.800-171 that is in
effect at the time the solicitation is issued or as authorized by the Contracting Officer; or

(B) Alternative but equally effective security measures used to compensate for the inability to
satisfy a particular requirement and achieve equivalent protection approved in writing by an
authorized representative of the DoD CIO prior to contract award; and

(2) Apply other security measures when the Contractor reasonably determines that such
measures, in addition to those identified in paragraph (b)(1) of this clause, may be required to
provide adequate security in a dynamic environment based on an assessed risk or vulnerability.

(c) Cyber incident reporting requirement.

(1) When the Contractor discovers a cyber incident that affects a covered contractor information
system or the covered defense information residing therein, or that affects the contractor's ability
to perform the requirements of the contract that are designated as operationally critical support,
the Contractor shall--

(1) Conduct a review for evidence of compromise of covered defense information, including, but
not limited to, identifying compromised computers, servers, specific data, and user accounts.
This review shall also include analyzing covered contractor information system(s) that were part
of the cyber incident, as well as other information systems on the Contractor's network(s), that
may have been accessed as a result of the incident in order to identify compromised covered
defense information, or that affect the Contractor's ability to provide operationally critical
support; and

(i) Rapidly report cyber incidents to DoD at http://dibnet.dod.mil.

(2) Cyber incident report. The cyber incident report shall be treated as information created by or
for DoD and shall include, at a minimum, the required elements at http://dibnet.dod.mil.

(3) Medium assurance certificate requirement. In order to report cyber incidents in accordance
with this clause, the Contractor or subcontractor shall have or acquire a DoD-approved medium
assurance certificate to report cyber incidents. For information on obtaining a DoD-approved
medium assurance certificate, see http://iase.disa.mil/pki/eca/certificate.html.

(d) Malicious software. The Contractor or subcontractors that discover and isolate malicious
software in connection with a reported cyber incident shall submit the malicious software in
accordance with instructions provided by the Contracting Officer.

(e) Media preservation and protection. When a Contractor discovers a cyber incident has
occurred, the Contractor shall preserve and protect images of all known affected information
systems identified in paragraph (c)(1)(i) of this clause and all relevant monitoring/packet capture
data for at least 90 days from the submission of the cyber incident report to allow DoD to request
the media or decline interest.


http://dx.doi.org/10.6028/NIST.SP.800-171
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(F) Access to additional information or equipment necessary for forensic analysis. Upon request
by DoD, the Contractor shall provide DoD with access to additional information or equipment
that is necessary to conduct a forensic analysis.

(9) Cyber incident damage assessment activities. If DoD elects to conduct a damage assessment,
the Contracting Officer will request that the Contractor provide all of the damage assessment
information gathered in accordance with paragraph (e) of this clause.

(h) DoD safeguarding and use of contractor attributional/proprietary information. The
Government shall protect against the unauthorized use or release of information obtained from
the contractor (or derived from information obtained from the contractor) under this clause that
includes contractor attributional/proprietary information, including such information submitted
in accordance with paragraph (c). To the maximum extent

practicable, the Contractor shall identify and mark attributional/proprietary information. In
making an authorized release of such information, the Government will implement appropriate
procedures to minimize the contractor attributional/proprietary information that is included in
such authorized release, seeking to include only that

information that is necessary for the authorized purpose(s) for which the information is being
released.

(i) Use and release of contractor attributional/proprietary information not created by or for DoD.
Information that is obtained from the contractor (or derived from information obtained from the
contractor) under this clause that is not created by or for DoD is authorized to be released outside
of DoD--

(1) To entities with missions that may be affected by such information;

(2) To entities that may be called upon to assist in the diagnosis, detection, or mitigation of cyber
incidents;

(3) To Government entities that conduct counterintelligence or law enforcement investigations;

(4) For national security purposes, including cyber situational awareness and defense purposes
(including with Defense Industrial Base (DIB) participants in the program at 32CFR 236); or

(5) To a support services contractor (" recipient") that is directly supporting Government
activities under a contract that includes the clause at 252.204-7009, Limitations on the Use or
Disclosure of Third-Party Contractor Reported Cyber Incident Information.

(J) Use and release of contractor attributional/proprietary information created by or for DoD.
Information that is obtained from the contractor (or derived from information obtained from the
contractor) under this clause that is created by or for DoD (including the information submitted
pursuant to paragraph (c) of this clause) is authorized to be used and released outside of DoD for
purposes and activities authorized by paragraph (i) of this clause, and for any other lawful
Government purpose or activity, subject to all applicable statutory, regulatory, and policy based
restrictions on the Government's use and release of such information.



(k) The Contractor shall conduct activities under this clause in accordance with applicable laws
and regulations on the interception, monitoring, access, use, and disclosure of electronic
communications and data.

(I) Other safeguarding or reporting requirements. The safeguarding and cyber incident reporting
required by this clause in no way abrogates the Contractor's responsibility for other safeguarding
or cyber incident reporting pertaining to its unclassified information systems as required by other
applicable

clauses of this contract, or as a result of other applicable U.S. Government statutory or regulatory
requirements.

(m) Subcontracts. The Contractor shall--

(1) Include the substance of this clause, including this paragraph (m), in all subcontracts,
including subcontracts for
commercial items; and

(2) Require subcontractors to rapidly report cyber incidents directly to DoD at
http://dibnet.dod.mil and the prime Contractor. This includes providing the incident report
number, automatically assigned by DoD, to the prime Contractor (or next higher-tier
subcontractor) as soon as practicable.

(End of clause)
252.225-7048 EXPORT-CONTROLLED ITEMS (JUNE 2013)

(a) Definition. ““Export-controlled items," as used in this clause, means items subject to the
Export Administration Regulations (EAR) (15 CFR Parts 730-774) or the International Traffic in
Arms Regulations (ITAR) (22 CFR Parts 120-130). The term includes--

(1) " Defense items," defined in the Arms Export Control Act, 22 U.S.C. 2778(j)(4)(A), as
defense articles, defense services, and related technical data, and further defined in the ITAR, 22
CFR Part 120; and

(2) “Items," defined in the EAR as ~“commodities", ~“software", and ""technology," terms that
are also defined in the
EAR, 15 CFR 772.1.

(b) The Contractor shall comply with all applicable laws and regulations regarding export-
controlled items, including, but not limited to, the requirement for contractors to register with the
Department of State in accordance with the ITAR. The Contractor shall consult with the
Department of State regarding any questions relating to compliance with the ITAR and shall
consult with the Department of Commerce regarding any questions relating to

compliance with the EAR.


http://dibnet.dod.mil/

(c) The Contractor's responsibility to comply with all applicable laws and regulations regarding
export-controlled items exists independent of, and is not established or limited by, the
information provided by this clause.

(d) Nothing in the terms of this contract adds, changes, supersedes, or waives any of the
requirements of applicable Federal laws, Executive orders, and regulations, including but not
limited to—

(1) The Export Administration Act of 1979, as amended (50 U.S.C. App. 2401, et seq.);

(2) The Arms Export Control Act (22 U.S.C. 2751, et seq.);

(3) The International Emergency Economic Powers Act (50 U.S.C. 1701, et seq.);

(4) The Export Administration Regulations (15 CFR Parts 730-774);

(5) The International Traffic in Arms Regulations (22 CFR Parts 120-130); and

(6) Executive Order 13222, as extended.

(e) The Contractor shall include the substance of this clause, including this paragraph (e), in all
subcontracts.

(End of clause)

252.239-7015 CONTINUATION OF COMMUNICATION SERVICE AUTHORIZATIONS
(JUL 2006)

(a) All communication service authorizations issued by incorporating Basic Agreement
Number , dated , are modified to incorporate this basic agreement.

(b) Communication service authorizations currently in effect which were issued by the activity in
paragraph (a) of this clause incorporating other agreements with the Contractor may also be
modified to incorporate this agreement.

(c) This basic agreement is not a contract.

(End of clause)

BILLING INFORMATION
Vendor invoices should be submitted to the following address for processing:

DFAS Columbus (HQ0252)
P.O. Box 183125
Columbus, Oh 43218-3125



To ensure timely payment, the vendor must submit a proper invoice to the location specified on
the Order or Circuit. Invoices shall only be paid for service in arrears. The invoice date must be
at least one day after the monthly billing period has passed. A proper invoice contains the
following information.

. Vendor’s name and address.

. Invoice date and invoice number.

. Billing period (from date/to date)

. DITCO’s Communications Service Authorization (CSA) Number.

. Vendor’s Basic Agreement Number.

. Description of services.

. Charges (including taxes, surcharges, message units, usage, USF,
etc.), unit of measure, quantity, unit price broken into MRC and NRC, and total
amount of invoice for tariff services. For Orders quoted Firm-Fixed Price, invoice
should not breakout the charges separately.

8. Prompt payment discount (if applicable).

~NoO hn kW —

Postal Mail Address
for Electronic Pay Invoices Only

DFAS Columbus
3990 East Broad Street, Bldg. 21
ATTN: DFAS System Code JASLA
Columbus, OH 43213

For contractors who submit paper invoices directly to DFAS, the following addresses shall be
used:
Express Mail Address
for Paper Invoices Only
(RegPay)

Defense Finance and Accounting Service
Columbus Center
3990 East Broad Street, Bldg. 21
ATTN: DITCO/FABS Vendor Pay (HQ0252)
Columbus, OH 43213

Postal Mail Address
for Paper Invoices Only (RegPay)

DFAS Columbus (HQ0252)
P O Box 183125
Columbus, OH 43218-3125

(END)



Subpart 42.12 -- Novation and Change-of-Name Agreements

42.1200 -- Scope of Subpart.

This subpart prescribes policies and procedures for --

(a) Recognition of a successor in interest to Government contracts when contractor assets are
transferred;

(b) Recognition of a change in a contractor’s name; and

(c) Execution of novation agreements and change-of-name agreements by the responsible
contracting officer.

SUBPART 204.11—SYSTEM FOR AWARD MANAGEMENT
(Revised February 28, 2014)
204.1103 Procedures.

See PGI 204.1103 for helpful information on navigation and data entry in the System for Award
Management (SAM) database.

(1) On contract award documents, use the contractor’s legal or “doing business as” name
and physical address information as recorded in the SAM database at the time of award.

(2) When making a determination to exercise an option, or at any other time before
issuing a modification other than a unilateral modification making an administrative
change, ensure that—

(1) The contractor’s record 1s active in the SAM database; and

(i1) The contractor’s Data Universal Numbering System (DUNS) number,
Commercial and Government Entity (CAGE) code, name, and physical address
are accurately reflected in the contract document.

(3) At any time, if the DUNS number, CAGE code, contractor name, or physical address
on a contract no longer matches the information on the contractor’s record in the SAM
database, the contracting officer shall process a novation or change-of-name agreement,
or an address change, as appropriate.

(4) See PGI 204.1103 for additional requirements relating to use of information in the
SAM database.


http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/dfars/PGI%20204_11.htm#TopOfPage
http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/dfars/PGI%20204_11.htm#TopOfPage

(5) On contractual documents transmitted to the payment office, provide the CAGE code,
instead of the DUNS number or DUNS+4 number, in accordance with agency
procedures.



